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Languages: Lectures:
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Pogoji za vkljucitev v delo oz. za Prerequisits:
opravljanje studijskih obveznosti:

Student/studentka mora pred pristopom k Prior to the exam, the student has to
izpitu pripraviti in zagovarjati seminarsko prepare and present seminar work.
nalogo.
Vsebina: Content (Syllabus outline):
¢ racunalniska forenzika e computer forensics
e pregled tehnologije ¢ fechnology overview
e digitalni dokazi e digital evidence
e racunalniski dokazi in njihovo e computer evidence and their
zbiranje collection
e forenzicna analiza Windows e forensic analysis of Windows systems
sistemov e forensic analysis of Linux systems
o forenzicna analiza Linux sistemov e forensics of malware-a
e forenzika malware-a e forensics of GSM and mobile devices
o forenzika GSM in mobilnih naprav




forenzika mrez, Interneta in
racunalnistva v oblaku

uporaba odprtokodnega orodja v
racunalniski forenziki

predstavitev rezultatov

zakljucna razmisljanja

forensics of networks, internet and
cloud computing

the use of open source tools in
computer forensics

presentation of results

concluding thoughts

Temeljni literatura in viri / Readings:

Nelson B., Phillips A. and Steuart C.: Guide To Computer Forensics and

Investigations, éth ed., 2018, Cengage.

Carvey H.: Windows Registry Forensics: Advanced Digital Forensic Analysis of the

Windows Registry 2nd Edition, 2016, Syngress.

Arnes A. (Editor): Digital Forensics, 1st Edition, 2017, Wiley.

Cilji in kompetence:

Objectives and competences:

Ucna enota prispeva k razvoju naslednjih
splosnih in predmetno specificnih
kompetenc:

uporaba metodoloskih orodij, 1.
izvajanje, koordiniranje in
organiziranje raziskav, uporaba
raznih raziskovalnin metod in tehnik
ter ocenitev njihove uporabnosti;
zmoznost za prepoznavanje in
izkorisCanje priloznosti, ki se ponujajo
v delovnem in druzbenem okolju (ki
se izkazujejo kot podjetniski duh in
aktivno drzavljanstvo;

poznavanje in razumevanje
interakcij med informacijsko
komunikacijsko tehnologijo in
sodobno druzbo;

pogloblieno razumevanije in kriticno
razmisljanje o zmoznostih in
omejitvah informacijsko
komunikacijskih tfehnologij;
poznavanje varnostnih vidikov
elektronskega poslovanja;
poznavanje konceptov in
metodologij za analizo velikih kolicin
podatkov.

The instructional unit contributes fo the
development of the following general and
subject-specific competences:

use of methodological tools, i.e.
implementation, coordination and
organisation of research, use of
various research methods and
techniques and to evaluate their
usefulness;

the ability to recognise and take
advantage of the opportunities,
arising in work and social
environment (and shown as the
entrepreneurial spirit and active
citizenship);

knowledge and understanding of
interactions between the information
and communication technology and
the contemporary societyin-depth
understanding and critical thinking
regarding the possibilities and
limitations of information and
communication technologies;
knowledge of the security aspects of
e — business;

knowledge of the concepts and
methodologies for the analysis of
large amounts of data.




Predvideni studijski rezultati:

Intended learning outcomes:

Inanje in razumevanje:

poiskati in ohraniti digitalne dokaze
samostojna izvedba osnovne
forenzicne analize zivega sistema
samostojna izvedba kriminalisticno-
tehnicne analize post-mortem
sistemov

samostojna izvedba forenzicne
analize mobilnih in PDA naprav
izvedba analize malware-a
izvedba ocene orodij za izvajanje
racunalniske forenzike

predlozitev in predstavitev porocila
o spremljanju poslovanja

Knowledge and understanding:

locate and preserve digital
evidence

independent implementation of
basic forensic analysis of living
systems

independent implementation of
forensic analysis of post-mortem
systems

independent implementation of
forensic analysis of mobile and PDA
devices

analyzing a malware
performance assessment tools for
implementation of computer
forensics

submission and presentation of a
monitoring operations report

Metode poucevanja in uéenja:

Learning and teaching methods:

predavanja z aktivho udelezbo
Studentov (razlaga, diskusija,
vprasanja, primeri, resevanje
primerov)

vaje in laboratorijske vaje
individualne in skupinske
konzultacije (diskusija, dodatna
razlaga, obravnava specificnih
vprasanj)

lectures with active participation of
students (explanation, discussion,
questions, examples, problem
solving)

exercises and lab work

individual and group consultations
(discussion, additional explanation,
consideration of specific issues)

Nacini ocenjevanija:

Delez (v %) /

Weight (in %) Assessment:

Nacin (pisni izpit, ustno izprasevanje,
naloge, projekt):

pisni izpit

seminarska naloga s porocili
seminarskega dela in
eksperimentalnih vaj ter
predstavitev naloge

50 %

50 %

Type (examination, oral, coursework,
project):

e written exam

e seminar work




